29017

Intelligent Business Services
c/o Cyberscout

PO Box 1286

Dearborn, Ml 48120-9998

February 10, 2023

NOTICE OF Security Incident
Dear

Intelligent Business Solutions (“IBS”) writes to notify you of an incident that may affect the privacy of some of your
personal information. IBS provides services for Riverside Health System (“Riverside”) related to Riverside cardio
thoracic patients. Although we have no evidence of any identity theft or fraud occurring as a result of this incident, this
letter provides details of the incident, our response, and resources available to you to help protect your information from
possible misuse, should you feel it is appropriate to do so.

What Happened? On or about November 14, 2022, IBS became aware suspicious activity within its network systems.
IBS immediately launched an investigation, with the assistance of third-party computer forensic specialists, and
determined that its network had been infected with malware which prevented access to certain files on certain system.
Through our investigation, we determined that, between November 10, 2022, and November 15, 2022, an unauthorized
actor may have had access to certain systems that stored personal information. A thorough and time-intensive review of
the systems impacted was conducted, with the assistance of third-party experts to determine if any personal information
may have been accessible within the system and to whom that information relates to. Once the determination of whose
information was impacted, address information was compiled for the impacted individuals, for purpose of providing
notice.

What Information Was Involved? Our investigation determined the following types of your information may have been
impacted by this incident: Social Security number, date of birth, health insurance information, medical treatment and
procedure information, and your name. At this time, we have no indication that your information was subject to actual or
attempted misuse as a result of this incident.

What We Are Doing. Data privacy and security are among IBS’ highest priorities, and there are extensive measures in
place to protect information in IBS’ care. Upon discovery, IBS promptly commenced an investigation with the assistance
of third-party cyber security specialists to confirm the nature and scope of this incident. This investigation and response
included confirming the security of our systems, reviewing the contents of relevant data for sensitive information, and
notifying impacted individuals associated with that sensitive information. Although IBS had policies and procedures
surrounding data security at the time of the incident, as part of our ongoing commitment to the privacy of personal
information in our care, we are reviewing our policies and procedures to reduce the likelihood of a similar future event.
We will also notify applicable regulatory authorities, as required by law. IBS notified law enforcement and is cooperating
with its investigation.

As an added precaution, we are also offering you access to twenty-four (24) months of complimentary credit monitoring
services through CyberScout. Individuals who wish to receive these services must enroll by following the attached
enrollment instructions, as we cannot enroll you on your behalf.
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What You Can Do. We encourage you to remain vigilant against incidents of identity theft and fraud by reviewing your
account statements and monitoring your free credit reports for suspicious activity. You may also review the information
contained in the attached Steps You Can Take to Help Protect Personal Information. There you will also find more
information on the complimentary credit monitoring services we are making available to you. While these services will be at
no cost to you, you will need to enroll in the services yourself as we cannot do so on your behalf.

For More Information. We understand that you may have questions about this incident that are not addressed in this letter.
If you have additional questions, please call our dedicated assistance line at 1-833-570-2911 between the hours of 8:00 a.m.
and 8:00 p.m. ET, Monday — Friday, excluding holidays. You may also write to IBS at 301 South Liberty Street, Suite C,
Winston-Salem, North Carolina, 27101.

Sincerely,

Intelligent Business Solutions









